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N I KG MAX KommyTaTtop GL-SW-G204-28P
Macnopt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.1 KOMMyTaTOp npegHasHa4veH gna coegnMHeHA HECKOJIbKNX y3710B
KOMI'IbI-OTepHOl\;I ceTm B npenenax ogHoro Ninm HeCKOJIbKUX CeErMeHToB CETU.

1.2 KommyTaTtop GL-SW-G204-28P — nponykTt 6peHga NIKOMAX ypoBHsa L3 ¢
nopgnepxkown PoE, npegHa3sHa4yeHHbIN ONs COeAUHEHUS HECKObKMX
YCTPOMCTB NoKanbHOW BblyncntenbHom cetn (LAN) nnm Heckonbkumx
CerMeHTOB AaHHOM CeTu.

Mopenb nMeetT 24 ocHOBHbIX POE nmopTa co ckopocTbio nepenaym gaHHbIX
1000 M6uTt/c, 4 Uplink nopta 1/10 Méut/c SFP+ 1 1 koHconbHbI nopT RJ45.
O6wmm PoE-6topxeT coctaBnset 400 BT. [Mbkas MHOrodpyHKLUMOHaNbHAs
apXxXMTeKTypa rMo3BosInT ob6ecneymTb 6€30MNacHOCTb U 6€30TKA3HOCTb CETU
no6omn cnoxHocTn. CneunanbHbiM Beb-nHTEepdENC NO3BOMAET yaaNeHHO
OCYLLECTBNATb YNpaBfieHe HACTPOMKAMM MOOKIKOUEHUS.

o ACL - TexHONOrmsa KOHTPOAS [OCTYNa, C MOMOLLbI KOTOPOro Ass
nosib3oBaTesien ycTaHaBIMBAKOTCS AONYCTUMbIE onepaLumnm ¢ O6beKTOM.

e VLAN - TexHOnorusa, nossonstouias oo6begmHATb YCTPOUCTBA B O4HY
NIV HECKOJIbKO BUPTYasibHbIX JTOKaJIbHbIX NOACETEN B paMKax O4HOro
$dn3nyeckoro ceteBoro nHTepdemnca, Takoro kak Wi-Fi nnm Ethernet.

e OAM - Habop dYHKLMIMN CETEBOIO YyrNpaBneHUs, KOTopble o6ecrnedymBatoT
KOHTPOJIb 3a HEMOMAAKAMU U NMPOU3BOAUTENBHOCTbBIO CETU, ANATHOCTUKY U
NOKAaNN3aLUI0 HENCTIPABHOCTEN.

e QOS - Habop TEXHONOTMYECKMNX PELUEHUN O ONTUMU3ALUN CETEBOIO
Tpadumka C MOMOLLbIO HA3HAYaEMbIX MPUOPUTETOB Nepegadun MHdopMaLmm.

e RIP - npotokon AUCTaHUMOHHO-BEKTOPHOM MapLUpyTU3aLMn, KOTOPbIN
onepupyeT TPaH3UTHbIMK y4acTkamu (xon, hop) B kKayecTBe MeTPUKU
MapLpyTm3aumu.

e L|LACP - npotokon, npegHasHavYeHHbIN onsa o6beanHEHUS HECKOTbKMX
Pm3mnyecknx KaHaIOB B OOUH normyecknm B cetax Ethernet.

e ERPS - npoTtokon, ncnonb3yowmmca onis nckiroveHnsa o6pasoBaHus
KOJeL, B TOMOMOMUM.

MopoepXka AMHAMUYECKOM MapLlpyTM3aumMm n GyHKLUUM BUPTYaSIbHOIO
ob6beanHeHua B Stack go 16 eguHuL,

KoMMyTaTop aABnaeTcsa BbICOKONPOU3BOAUTENbHbBIM PeLUEHNEM C BbICOKOM
CKOPOCTbIO Mepefayun gaHHbIX M MAKCMMabHOM MPOU3BOANTENbHOCTbIO CETU.
YCTPOMNCTBO BbIMNOHEHO B META/ITIMYECKOM KOPMyCe, KOTOPbIX obecneymBaeT
OOMNONMHUTENbHYIO 3aLLUTY OT CllyYanHbiX yaapoB. EFro MOXHO yCTaHOBUTb Kak
B wkad 197 Tak HACTONbHO.

PelweHne oTnnyHo nogomnaeT onsa paboTbl B MasblX U CPpeaHUX NPeanpuaTuax,
obpa3oBaTesibHbIX, MEOAULMHCKUX YUPEXAEHUAX, KOPNOPATUBHbBIX CETAX, A5
noakatoyeHUs Todek goctyna. A Hanmume PoE noptoB faeT BO3MOXHOCTb
yCTaHaBIMBATb KOMMYTATOpP Ha yaa/IeHHble U BbICOTHbIE Y4aCTKM, YTOObI
nMTaTb KaMepbl U CETU OIS UCMOSIb30BaHUS B CUCTEMAX BUAEOHAON0O0EHUS,
CKY[l, noxapHown 6e30nacHOCTU U T.4,
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NIKOMAX oo
Macnopt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.3 KoMnnekT NoCTaBKU:
KommyTtatop GL-SW-G204-28P - 1w
«KomnnekT kpenexa B cTonky 19" - 1T wr.
Kabenb nutanmsa - 1 wT.
«KoHconbHbIM Kabenb - 1 WT.
{lacnopt - TwrT.

1.4 BHelWHWM BUO OCHOBHOIO UCMonHeHMns kommyTaTopa GL-SW-G204-28P
npeacTaB/eH Ha puUcyHke 1
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NIKOMAX

KommyTaTtop GL-SW-G204-28P

MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeEXHUYECKME N SKCMTyaTaLMOHHbIE XapakKTepPUCTUKU
GL-SW-G204-28P npueepeHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa

3HayeHVe NnapameTpa

Tun koMMyTaTopa

YnpaBnsembin L3

TN OCHOBHbIX MOPTOB

GigabitEthernet RJ45

KonunyecTBo OCHOBHbIX nopToB

24

Tun Uplink nopTtoB

10GigabitEthernet SFP+

Konnyectso Uplink nopTos 4
KoHconbHbIM nopT RJ45
Moppepxka PoE Oa
CraHpapt PoE 802.3af/at
PoE 6wogxeT, BT 370
PoE po 250 meTpoBs Het
MponyckHaa cnocobHocTb, M6uTt/c 128
Flash namaTs, M6 16
OnepatmnBHas namaTtb (DRAM), M6 256
Bydep namsty, M6 1.5
CkopocTb nepecbisikn naketos, Mpps 96

Pazmep MAC Tabnuubl

16K apgpecos

Bpemsa HapaboTku Ha oTka3 (MTBF)

200,000 yacos

VLAN

- 4K Active VLAN

- QinQ, Selective QinQ
- GVRP, Private VLAN
- Voice VLAN

Spanning Tree

- 802.1D (STP), 8021W(RSTP), 802.1S(MSTP)
- BPDU guard, root guard, loopback guard

Multicast

-IGMP v1/2/3

- IGMP Snooping

- IGMP Fast Leave
- IGMP Filter
-MVR

- Static route

- RIP, OSPF

- 512 routing table

- |IPv4/v6 dual stack

- DHCP Server/Client/Relay

Ipve

- ICMPv6, DHCPv6, ACLV6, Ipv6 Telnet

- IPv6 neighbor discovery, Path MTU discovery
- MLD V1, MLD snooping

- IPv6 Static Routing, RIPng, OSPFv3

- Manual tunnel, ISATAP tunnel, 6 to 4 tunnel

KavectBo o6cnyxumBaHus (QoS)

- CAR, HQoS, MAC/IP/TCP/UDP/VLAN/COS/DSCP/TOS based
- QoS, 802.1P/DSCP priority relabeling, SP, WRR, SP+WRR
- Tail-Drop, WRED, flow monitoring, traffic shaping
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NIKOMAX

KommyTaTtop GL-SW-G204-28P

MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeEXHUYECKME N SKCMTyaTaLMOHHbIE XapakKTepPUCTUKU
GL-SW-G204-28P npueepeHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa

3HayeHVe NnapameTpa

BesonacHocTb

- Port isolation, Port security, “IP+MAC+port” binding, MAC sticky DHCP

Snooping, option 82, DAI& IP source guard
- I[EEE 802.1x, Radius, BDTacacs+

-L2/L3/L4 ACL flow identification, filtration, Anti-attack DDoS, TCP’s

SYN Flood, UDP Flood
- Broadcast/multicast/unknown unicast storm-control
- Md5, SHA-256, RSA-1024, AES256

OTKa30yCTOMYNBOCTDb

- Static/LACP link aggregation, Interface backup
- EAPS, ERPS

- ISSU uninterrupted system upgrade

- BVSS, ups to 16-units per stack

- VRRP

-UDLD

YnpasneHue

Console, Telnet, SSH 2.0, Web-unTtepdeitc, SNMP v1/v2/v3, TFTP,
RMON

MutaHue

2208, 50y, <400 Bt

TemnepaTtypa, °C

XpaHeHue o1 -20 go +70. Skcnnyataums ot O go +50

BnaxHocTb, %

OT10 po 90 6e3 ob6pazoBaHMA KOHOEeHcaTa

McnonHeHve 19"

labapuTbl U3nenus, MM 440x210x44
Tun KIMMaTUYECKOro UCNONTHEHUS KoMMepueckui
MapaHTuA 1ropn

2.2 CopepxaHue gparoueHHbIX MeTannoB
M3penne gparoueHHbIX MeTaslSIoB M KAMHEWN He COOEePXMUT.
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NIKOMAX oo
Macnopt

3. Mepbl 6e3onacHOCTH

3.1 Npwn ycTaHOBKE M 3KCnayaTaumum n3genmsa Heobxogmmo
PYKOBOOCTBOBAaTbCA OENCTBYHOLWMMN HOPMATUBHBIMU LOKYMEHTAMM,
pernaMeHTUpyrLWmMMmn TpeboBaHMa NO oxpaHe TpyAa 1 Npasuia
6e30MNacHOCTM NPU 3KCMAyaTaLmMm 31eKTPOYCTAHOBOK. YCTAHOBKY, LEMOHTAX
N PEMOHT U3OEeNUSA NPOU3BOAUTL NPU OTKJTKOYEHHOM MUTAHUN.

3.2 CnepyeT NOMHUTb, YTO B paboyeM COCTOSIHUM K U3LAENNI0 MOOBOAUTCSA
onacHoe NS XU3HM HanpsxeHune anekTpoceTtn 220 B. O6cnyxumnBaHume m
PEMOHT N34eNna OOSXKHbI MPOBOAUTLCA KBATMPULMPOBAHHbBIM MEePCOHANIOM.

3.3 Dkcnnyatauma nsgenua 6e3 3alnTHOro 3a3eMsieHus 3anpeleHa!
YcTaHOBKY, L,EMOHTaX M PEMOHT MPOU3BOAUTL NPU MOJSTHOM OTKJTIKOUYEHUN
n3genusa ot anekTpoceTtn 220 B.

3.4 Mpu NoaKIOYEHUN YCTPOMCTB MU YCTAHOBKE U3LE/NA OHO A0JIKHO
ObITb OTK/IIOYEHO OT OCHOBHOIO NUTaHUA.

3.5 lNpun yctaHOBKE NpeayCcMOTpUTE 3aLlLMTy OT MONagaHma Ha Kopnyc
n30ennsa NPAMbIX CONTHEYHbIX Nlyden. MecTo yCTaHOBKU M30ennsa OJIKHO
obecneumBaTb cBOH6OOHOE, 6€3 HATAXEHUSA, pa3MelleHne kabenen
MoaKtoYeHUNA ceTn n obopynoBaHus. [Npr aToM KabenbHyO NPOBOAKY
Heo6XoOMMO Pa3MeCcTUTb Tak, YTOObI UCKIKOUYUTDL K HEM CBOBOOHbIN AOCTYM.

info@nikomax.ru NIKOMAX
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NIKOMAX oo
Macnopt

4. YcnoBusa 3Kcnsiyataumm, XpaHeHUs
U TPAHCNOPTUPOBAHUA

4.1 lMpwn ncnonb3oBaHUM N3[enna HeobxogmMMo cobnaaTh TpeboBaHUA MepP
6e3omnacHoCTH, onpepgeneHHole «lpaBunamMm No oxpaHe Tpyna

npw aKCnyaTaumm 3NeKTPOyCTAHOBOK» NPU paboTe C 3/1eKTPUYECKMMM
npueMHmnkamm HanpsxeHunem go 1000 B.

4.2 NnaHoOBble PEMOHTbI U3A4ENNA HE NPefyCMOTpPeHbl. BHennaHoBbIM
PEMOHTMNPON3BOANTCA NPEANPUATUEM-U3TOTOBUTENIEM MO 3asBKE
nonb3oBatensa. MecTo, BpeMs, NOPSLOK U CTOMMOCTb PaboT cornacyrTcs
npenBapuUTenbHO.

4.3 YcnoBUA XpaHEeHUs n3gennsa — B UHOMBUAYAIbHOMN yrnakoBKe
npoussogutens no rpynne 1 MOCT 15150-69 B otaninBaeMbix n
BEHTUNMPYEMBbIX CKM1agax Uan XpaHunmuwax ¢ KOHAUMLMOHMPOBAHMEM
BO34yXa C AgmanasoHoM Temnepatyp ot 5 go 40 °C. B Bo3ayxe noMel,eHus
019 XpaHEeHUs N30enns He OOJIXXHO NPUCYTCTBOBATb arpeCcCUBHbIX NpUMecei
(NapoB KUCOT, Weno4yen).

I BHUMAHWE: Mpu nogkntovyeHMn $aHTOMHOIMO NMTaHUA HeO6XOAMMO CTPOro
NPUAEPXMBATBCA YyKasaHUM 3KCnyaTauMoOHHOM AOKYMEHTaLMM Ha
nopgkntoyaemMble aboHeHTCKkMe ycTpomncTeal HecobntogeHme 3Tux TpeboBaHMM
MOXET MPUBECTM K MOBPEXAEHMIO KOMMYyTaTopa U/Unmnm aboHEeHTCKOro
ycTpomncTea!

info@nikomax.ru NIKOMAX
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KommyTaTtop GL-SW-G204-28P

NIKOMAX

5. CBepeHusa 06 ytunusaumm

l/I3,£|,em/|e He NoONeEXNT yTUuamnldaumnm BMeCTe C 6bITOBbIM MYyCOPOM 1 OOJ1I>KHO
OOCTaB/ATbCA B CI'IeLI,VIaJ'IVI3VIpOBaHHbIl\/'I UEHTP ANna yTuniamlaunm MBAGHMVI
BJ'IeKTpOHHOl\/’I TexHnkn. OTBETCTBEHHOCTb 3a YTUnM3auno n3genna HeceT

3KCNyaTupyoLas opraHmsaums.
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N I KG MAX KommyTaTtop GL-SW-G204-28P
Macnopt

6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.1 MNponsBoauTenb rapaHTUPyeT OTCYTCTBME NMPOU3BOACTBEHHbIX AedEKTOB M
HeucnpaBHocTen O60pyAOBaHUSA N HECET OTBETCTBEHHOCTb MO NAPAHTUNHBLIM
ob6sa3aTenibCTBaM B COOTBETCTBUM C 3aKoHoAaTenbcTBoM PO.

6.2 lapaHTUNHbBIN Nepurog, NCYNCIAETCA C MOMEHTA NPUOGpPEeTEHUS
yCTPOUCTBA Y OPULMANBbHOro annepa Ha tTepputopumn Poccum n coctaBnsaer
12 (pBeHapuatb) mecaues. Ha ontuyeckme mopoynm NIKOMAX rapaHTmnsa
yBenu4yeHa un coctaBnseT 36 (TpuauaTbh WeCTb) MecsiLEeB.

6.3 B TeyeHue rapaHTMinHoro cpoka lNponssoguntenb o6a3yeTca 6ecniaTHoO
ycTpaHuTb gedektbl O60pya0BaHMUS NYTEM €ro PEMOHTA UM 3aMeHbI Ha
aHasIorM4yHoe Npu ycnoBuu, YTo gedekT BO3HUK Mo BUHe [MponsBogutens.
YcTponcTBO, NpenocTaBnsemMoe /19 3aMeHbl, MOXeT 6blTb Kak HOBbIM, TaK U
BOCCTAHOBJMIEHHbIM, HO B NlO60M criydae [NMponsBogmTenb rapaHTUPYET, YTO
€ro XxapakTepUCTUKN ByOyT He XyXe, YeEM Y 3aMeHAEeMOro yCTPOMNCTBA.

6.4 BoinonHeHune NpousBogmTeneM rapaHTUMNHbIX 06A3aTENbCTB MO PEMOHTY
BbllleLlero n3 cTpos o6opynoBaHUs BneYeT 3a CoObon yBenmyeHme
rapaHTUMHOIO CPoOKa Ha BPeMS PeMOHTa 060pyn0BaHMUS.

6.5 Ecnun cpok rapaHTUM UCTEKAET paHee YeM Yyepes MecsL, Noc/ie peMoHTa
YCTPOWCTBa, TO Ha HEero ycTaHaB/MBaeTCA A0MNONHUTEIbHAA FrAPaHTUS CPOKOM
Ha 30 gHeM ¢ MOMeHTa OKOHYaHMUS PeMOHTA.

6.6 Hun npu kaknx obctoaTenbcteax Npomnssogutenb He HeceT
OTBETCTBEHHOCTM 3a Ntobble YObITKW, BKJIKOYAS MOTEPIO AAHHbIX, MOTEPIO
NPUOBbLINK U ApYyrne cnyyYyamHble UK KOCBEHHbIE YObITKM, BO3SHUKLUME B XOA4E
skcnnyataymm O6opynoBaHUs, NMB60 CBSA3aHHbIE C MPOU3BOAUTENBHOCTBIO,
BbIXOO0M U3 CTPOS UM BPeEMeHHOW HepaboTocnocobHocTbio O6opynoBaHUS.

6.7 NpounsBoauTesib He HeCceT OTBETCTBEHHOCTM MO rapaHTUK B Crlydae, eciu
npousBeeHHble UM TeCTUPOBaHME U/MUN aHANM3 NOKA3asiv, YTO 3asBJIE€HHbIN
nedekT B U3oenmm oTCyTCTBYET, IM60 OH BO3HWK BCIeACTBME HAPYLUEHUS
npaBui MHCTaANNALUU UNN YCIIOBUIA SKCNNyaTaumm.

6.8 YcnoBus rapaHTuUm He NMpeayCcMaTpmuBatoT YUCTKY M NPOPUNAKTUKY
obopynoBaHMA cunamm 1 3a cyet lNpoussogutens.

6.9 NpousBoguTenb MMeeT NpPaBo 6e3 NpenBapUTENbHOIO YBEAOMIEHUS
BHOCUTb M3MEHEHUSA B U3OENMNE U €r0 BHELWHWNIN BUA, KOTOPbIE HE yXyaLlatoT
€ro TeXHU4Yeckre XxapakTe pUCTUKMU.

6.10 MNpounsBogunTenb He HeCeT OTBETCTBEHHOCTU 3a AedeKTbl U
HeucnpaBHocTn O6opynoBaHUA, BO3HUKLLME B pe3y/ibTaTe:

- HecobN4EeHUA NMPAaBU TPAHCMOPTUPOBKU N YCNIOBUIN XPAHEHUS,
TEXHUYECKUX TPeBOBaHUM NO pa3sMeLLeHUIo N 3KCyaTaunm;

- HENPAaBUJ/IbHbIX O,EeNCTBUIN, ncnonb3oBaHna O6opyaoBaHMUS He MO
Ha3HaYeHMUIo, HECOBMIOAEHUS MHCTPYKLMIA MO 3KCnyaTauum;

- MexaHun4yeckmnx Bo3OencTeuim;

- 0ENCTBUSA OBCTOATENBCTB HEMNPEOLAONIMMOM CUIbl (TAKMX Kak noxap,
HaBOOHEHMe, 3eMeTpsceHne U ap.).
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NIKOMAX oo
Macnopt

6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.11 MTapaHTMAa He pacnpoCcTpaHAaeTCs:

- Ha KOHTpadakTHble U3genus, NnpuobpeTeHHble Nog Mapkon Npounssogutens;
Ha HEMCMNPABHOCTU, BO3HUKLLME B pe3ysibTaTe BO3OENCTBUSA OKPYXALLEN
cpenbl (AoXAab, CHer, rpan, rpo3a M T.M.), HacTyrneHUs GopC-MaxKoOpPHbIX
06CcTOATENDLCTB (MOXap, HABOAHEHME, 3eMNeTPACEeHME N OP.) WX BIIUSHUSA
C/lyHamHbIX BHELWHMX GaKTOPOB (BPOCKM HANPSAXEHUSA B 3/TIEKTPUYECKON CETU
v np.);

- Ha HEMCNPAaBHOCTU, BbI3BaHHbIe HAPYLLUEHMEM NPaBM/ TPAHCMOPTUPOBKM,
XpPaHeHUs, SKCnyaTaumm nam HenpaBuUbHOM YCTAHOBKOM;

- HA HEUCNPABHOCTU, BbI3BaHHbIE PEMOHTOM UM Mogudumukaumen
O6opynoBaHusa nMuamMm, He yNnosIHOMOYEHHbIMU Ha 3To [pounsBoaguTenemM;

- Ha NOBPEXAEHMUS, BbI3BaHHbIE NonagaHmem BHyTpb ObopynoBaHus
NMOCTOPOHHUX NPEAMETOB, BELLECTB, XUOKOCTEN, HACEKOMbIX U T.4,.;

- Ha O6opynoBaHMe, MMetoLLee BHelwHMe gedekTbl (ABHble MeXaHM4yeckme
MoBpPEXAEeHUS, TPELWMHbI, CKOJbl HA KOPMYyCe M BHYTPU YCTPOWCTB],
C/TOMaHHble aHTEHHbI M KOHTAKTbl Pa3beMoB);

B- C/lyyae obHapyXeHUsa cliefoB MEXaHMYECKUX U TEPMUYECKMX
NOBPEXAEHMIN KOMMOHEHTOB Ha nnaTtax.

- Ha CJlydam M3HOCAa akKyMyJiIATOPOB.

6.12 NapaHTUNHoe obcnyxmBaHue ob6opynoBaHmnsa NIKOMAX npovnsBogmTca B
aBTOpPU30BaHHbIX cepBUCHbIX LeHTpax NIKOMAX 6onee yem B 20 ropogax
Poccuu. Monyuntb HPop™Mauunto o bamxanwem kK BaM cepBUCHOM LeHTpe
MOXHO no TenedoHy 8 800 333-54-86

info@nikomax.ru NIKOMAX
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NIKOMAX

OO0 «Tanne Pyc»
Tenedon 8 800 600-72-65
www.tayle.ru | office@tayle.ru
tOpunandeckunm n paktTndeckum agpec: Poccna, 127410, r. MockBa,
AnTtydbeBckoe wocce, 4. 41
TEXHUNYECKAA MOALAEPXKA
8 800 333-54-86
info@nikomax.ru

OOMNONHUTENTIbHAA NHOOPMALUMA MO MPOAYKTY PASMELLEHA HA
OPULMATTBHOM CANTE
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