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N I KG MAX KommyTaTtop GL-SW-X304-265Q
Macnopt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.1 KOMMyTaTOp npegHasHa4veH gna coegnMHeHA HECKOJIbKNX y3710B
KOMI'IbI-OTepHOl\;I ceTm B npenenax ogHoro Ninm HeCKOJIbKUX CeErMeHToB CETU.

1.2 KommyTtaTtop agpa cetn GL-SW-X304-265Q — nponykT 6peHaa NIKOMAX
ypoBHS L3, npegHa3Ha4YeHHbIWM AN8 COeAMHEHUSA HECKONbKUX YCTPOWCTB
nokanbHom BblYncnmuTenbHom cetn (LAN) nnm Heckonbkmx cerMeHToB AaHHOM
ceTw.

Mopoenb nmeet 24 ocHOBHbIX SFP+ nopTa co CKOpOCTbio nepenaym AaHHbIX
1/10 Féut/c, 2 Uplink QSFP28 nopta 40/100 M6ut/c 11 USB, 1 KOHCOMbHbIM
nopt RJ45, 1 nopt MGMT (ynpaBneHue). lmbékasa MHOrobyHKLMOHaNbHas
apxXMTEKTypa NO3BOMUT obecneynTb 6€30MacHOCTb U 6e€30TKA3HOCTb CETH
nobomn cnoxHoctn. KoMmyTatop noctaBnseTcs ¢ AByMSA 610KaMM MUTaHUA U
MMEeeT MOLLHYIO CUCTEMY OXNIAXAEHUNS, COCTOALLYIO U3 4 BEHTUNIATOPOB,
3dPeKTUBHO CNpaBNaeTCs C TEMNOBbIAENIEHNEM. PE3EePBUPOBAHME NUTAHUSA
ocyuwiecTnseTcs no cxeme 1+1. CneymanbHbin Be6-UHTEPdENC NO3BONAET
YAANEHHO OCYLLLECTBAATb YNpPaBNeHNE HACTPOMKAMU NMOAKITIOHEHUS.

o ACL - TeXHONOrmnsa KOHTPOAS JOCTYMNa, C MOMOLLbI KOTOPOro Ass
nosib3oBaTesien yCTaHaBIMBAKOTCS AOMNYCTUMbIE onepaLnm ¢ O6beKTOM.

e VLAN - TexHOnorus, no3ponsoLwas o6beguHATb YCTPOMUCTBA B OOHY
NIV HECKOJIbKO BUPTYasibHbIX JTOKaJIbHbIX NOACETEN B paMKax O4HOro
$du3nyeckoro ceteBoro nHTepdemnca, Takoro kak Wi-Fi unm Ethernet.

e OAM - Habop PYHKLMM CeTEBOIO ynpaB/eHUs, KOTopble obecneymBaroT
KOHTPOJIb 3a HeEMoslaaKamMm M NPOU3BOANTENbHOCTbIO CETU, ANArHOCTUKY U
NOKANN3ALUIO HENCTIPABHOCTEN.

e QOS - Habop TEXHONOMMYECKUX peLleHnIn ANsa ONTUMM3ALUN CETEBOTO
Tpadmka C MOMOLLBbIO HA3HAYaAEMbIX MPUOPUTETOB NMepesadun MHdopMaLmm.

e Multi-VRF - ¢pyHKUMOHAN, MO3BONSAOLWMIM HACTPaUBaTb U
nopgaepXxueatb 6onee ogHoro aksemnaapa MAC-Tabnumubl 1 NepecbisiKK Ha
OOHOM U TOM Xe knineHTckoM yctpomnctee (CE).

e VRRP — ceTeBOM NpOTOKON, NpeaHa3HaAYeHHbIN NS yBeNMyYeHUs
OOCTYMHOCTU MapLUPYTU3aTOPOB, BbIMOMHAKOLWMX POJIb LLKO3a MO YMOYAHMUIO.

e [logpepxka gMHaMUYeCKOM MapLpyTnsaumm n GyHKLMUM
BUPTYyasibHOro o6begmHeHuna B Stack oo 16 eguHuL.

YCTPOMCTBO BbIMNOIHEHO B METAITMYECKOM KOPMYyCe, KOTOPbIM obecneymBaeT
OOMNONMHUTENbHYIO 3aLLUTY OT CllyYanHbiX yoapoB. EFo MOXHO yCTAHOBUTb Kak
B wkad 19, Tak HACTONbHO.

Bbicokasa nponsBoanTeNbHOCTb, HAAEXHOCTb M OTKA30YCTOMYMBOCTb Aenaet
koMMyTaTopbl cepun X304 OoTANYHBIM peLlleHUeM A UCMOb30BaHUSA Ha
YPOBHE arperaumm n aopa B ceTax onepaTtopoB CBA3M U faTa-LeHTpax B
kayectBe TOR-koMMyTaTopa.
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NIKOMAX

KommyTaTtop GL-SW-X304-265Q

MacnopTt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.3 KoMnnekT noctaBKu:
*KommyTtaTop GL-SW-X304-265Q - 1 wT.
*KoMnnekT kpenexa B cTonky 19" - 1 wr.
*bnok NnuTaHma - 2 Wrt.
*Kabenb NnUTaAHUA - 2 LWIT.
*KoHcobHbIN Kabenb - 1 WT.
*[lacnopt - 1 wrT.

1.4 BHeWHWM BUO, OCHOBHOIO UcnonHeHmnsa kommyTtatopa GL-SW-X304-265Q

npeacTaBfieH Ha pucyHke 1

info@nikomax.ru
8 800 333-54-86 4
www.nikomax.ru
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NIKOMAX

KommyTaTtop GL-SW-X304-265Q

MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeEXHUYECKME N SKCMTyaTaLMOHHbIE XapakKTepPUCTUKU
GL-SW-X304-265Q npuBepeHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa

3HayeHVe NnapameTpa

Tun koMMyTaTopa

YnpaBnseMmbii 3

TN OCHOBHbIX MOPTOB

GigabitEthernet/10GigabitEthernet SFP+

KonuyecTBO OCHOBHbIX nopToB

24 SFP+

Tun Uplink nopTtoB

40/100GigabitEthernet QSFP28

Konnyectso Uplink nopTos 2 QSFP28
KoHconbHbIM nopT RJ45,1 MGMT
Mopnepxka PoE HeTt
MponyckHaa cnocobHoCTb, M6uT/c 880

Flash namaTb, M6 4096
OnepatneHas namatb (DRAM), M6 2048
CKoOpoCTb Nepecbinku naketos, Mpps 660

Pazmep MAC Tabnuubl 128K apgpecor

Bpemsa HapaboTku Ha oTka3 (MTBF)

200,000 yacos

VLAN

- 4K Active VLAN, QinQ, Selective, QinQ, GVRP, Private VLAN

Spanning Tree

-802.1D (STP), 8021W (RSTP), 802.1S (MSTP)
- BPDU guard,root guard, loopback guard

Multicast

- PIM-SM, PIM-DM
-IGMP v1/v2/v3

- IGMP Snooping,
- IGMP Fast Leave
-MVR, IGMP filter

IPv4

- Static routing, RIP v1/v2
- OSPF, BGP, PBR, ECMP
- BFD OSPF, BGP

IPv6

- ICMPv6, DHCPV6, ACLV6, IPV6 Telnet

- IPv6 neighbor discovery, Path MTU discovery
- MLD snooping

- IPv6 Static Routing, RIPng, OSPFv3, BGP4+

- Manual tunnel, ISATAP tunnel, 6 to 4 tunnel

MPLS

Multi-VRF

KayectBo o6cnyxmBaHus (QoS)

- CAR, HQoS, MAC/IP/TCP/UDP/VLAN/COS/DSCP/TOS based QoS
- 802.1P/DSCP priority relabeling, SP, WRR, SP+WRR, Tail-Drop
* WRED, flow monitoring, traffic shaping

BesonacHocTb

- Port isolation, Port security, “IP+MAC+port” binding, MAC sticky

- DHCP Snooping and option 82, DAI & IP source guard, PPPoE+,

- |IEEE 802.1x, Radius, BDTacacs+ L2/L3/L4 ACL flow identification,
filtration

- Anti-attack DDoS, TCP’s SYN Flood, UDP Flood

- Broadcast/multicast/unknown unicast storm-control

-MD5, SHA-256, RSA-1024, AES256

info@nikomax.ru
8 800 333-54-86
www.nikomax.ru
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NIKOMAX Taemapr
MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeEXHUYECKME N SKCMTyaTaLMOHHbIE XapakKTepPUCTUKU
GL-SW-X304-265Q npuBepeHbl B Tabnuue 1.

HaunmeHoBaHMe napameTpa 3HaveHWe napameTpa

OTKa30yCTONYMBOCTb - Static/LACP link aggregation,
- Interface backup

- BVSS virtual-stacking

- EAPS, ERPS

- URPF, LLDP

- ISSU

- VRRP

- 1+1 power backup

YnpasneHue - Console, Telnet, SSH v1/2, HTTP/HTTPS
- SNMP v1/v2/v3, RMON

-TFTP, FTP, SFTP

-NTP, SPAN, RSPAN

MutaHue 220B, 50I'y, Pe3zepBupoBaHue 1+1 - 2 6510Ka NUTaHUSA B KOMMNEKTe -
70BatT

Temnepatypa, °C XpaHeHue o1 -20 go +70. Skcnnyataums ot O go +50

BnaxHocTb, % OT110 po 90 6e3 obpazoBaHMA KOHOEeHcaTa

McnonHeHune 19"

fa6apuTbl U3genus, Mm 440x300x44

Tyn KIMMaTUYECKOro UCMOTHEHUSA KoMMepueckuit

fapaHTuA 1ron

2.2 CopepxaHue gparoueHHbIX MeTannoB
M3penne gparoueHHbIX MeTaslSIOB M KAMHEWN He COOEePXMUT.

info@nikomax.ru NIKOMAX
8 800 333-54-86 6 2025
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NIKOMAX oo
Macnopt

3. Mepbl 6e3onacHOCTH

3.1 Npwn ycTaHOBKE M 3KCnAyaTaumum n3genmsa Heobxogmmo
PYKOBOOCTBOBAaTbCH OENCTBYOLWMMN HOPMATUBHBIMU LOKYMEHTaMM,
pernaMeHTUpyrWmMMmn TpeboBaHMa NO oxpaHe TPyAa 1 Npasmia
6e30MNacHOCTM NPU 3KCNAyaTaLmMm 31eKTPOYCTAHOBOK. YCTAHOBKY, LEMOHTAX
N PEMOHT U3OENUSA NPOU3BOAUTL NPU OTKJTKOYEHHOM MUTAHUMN.

3.2 CnepyeT NOMHUTb, YTO B paboyeM COCTOSIHUM K U3LAENNI0 MOABOAUTCSA
onacHoe AN9 XWU3HWU HanpsxeHune anekTpoceTtn 220 B. O6cnyxumnBaHue m
PEMOHT N34eNna OO/XKHbI MPOBOANTBCA KBATUPULMPOBAHHbBIM MEePCOHANIOM.

3.3 Dkcnnyatauma nsgenua 6e3 3alnTHOro 3a3eMsieHus 3anpeleHa!
YcTaHOBKY, L,EMOHTaX M PEMOHT MPOU3BOAUTL NPU NMOSTHOM OTKJTIKOUYEHUN
n3genusa ot anekTpocetn 220 B.

3.4 Mpu NOAKIIOYEHUN YCTPOMCTB M YCTAHOBKE U3LE/NA OHO A0JIKHO
ObITb OTK/IIOYEHO OT OCHOBHOIO NUTAHUA.

3.5 lNpun yctaHOBKE NpeayCcMOTpUTE 3aLlLMTy OT MOoNagaHma Ha Kopnyc
n30ennsa NPAMbIX CONTHEYHbIX Nlyder. MecTo yCTaHOBKU U3OeNnsa 4OJTIXKHO
obecneumBaTb cBOHOOOHOE, 6€3 HATAXEHUSA, pa3MelleHne kabenen
NoaKJtoYeHUsA ceTn n obopynoBaHus. [Npr aToM KabenbHYO NPOBOAKY
Heo6XoOMMO Pa3MeCcTUTb Tak, YTOObI UCKIKOUYUTDL K HEM CBOBOOHbIN AOCTYM.

info@nikomax.ru NIKOMAX
8 800 333-54-86 7 2025
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NIKOMAX oo
Macnopt

4. YcnoBusa 3Kcnsiyataumm, XpaHeHUs
U TPAHCNOPTUPOBAHUA

4.1 lNMpun ncnonb3oBaHUM M3[enna HeobxogmMMo cobnaaTh TpeboBaHUA MepP
6e3omnacHoCTH, onpepaeneHHole «[paBunamMum No oxpaHe Tpyna

npw aKCnyaTaumm 3NeKTPOyCTaHOBOK» NPU paboTe C 3/1eKTPUYECKMMM
npueMHmMkamm HanpsxeHuem go 1000 B.

4.2 NnaHoOBble PEMOHTbI U3A4EeNNA HE NPenyCcMOTpPeHbl. BHennaHoBbIM
PEMOHTMPOUN3BOAUTCA NPEANPUATUEM-U3TOTOBUTENIEM MO 3asBKE
nonb3oBaTens. MecTo, BpeMs, NOPSLOK U CTOMMOCTb PaboT cornacyrTcs
npenBapuTenbHO.

4.3 YcnoBUA XpaHEeHUs n3gennsa — B UHOMBUAYAIbHOMN yrnakoBKe
npoussogutens no rpynne 1 MOCT 15150-69 B otaninBaeMbix n
BEHTUNMPYEMBbIX CKM1agax Uan XpaHunmuwax ¢ KOHAUMLMOHMPOBAHMEM
BO34yXa C AgmanasoHoM Temnepatyp ot 5 go 40 °C. B Bo3ayxe noMel,eHus
019 XpaHEeHUs N30enns He OOJIXXHO NPUCYTCTBOBATb arpeCcCUBHbIX NpUMecei
(NapoB KUCOT, Weno4yen).

I BHUMAHWE: Mpun nogkntovyeHMn GaHTOMHOMO NMTaHUA HEO6XOAMMO CTPOro
NPUAOEPXMBATLCA YyKasaHUM 3KCnlyaTauMoOHHOM AOKYMEHTaLMM Ha
nopgktoyaemMble aboHeHTCkMe ycTpomncTeal HecobntogeHme aTux TpeboBaHUI
MOXET MPUBECTM K MOBPEXAEHMIO KOMMYyTaTopa U/Unmnm aboHEeHTCKOro
ycTpomncTea!

info@nikomax.ru NIKOMAX
8 800 333-54-86 8 2025
www.nikomax.ru



KommyTaTtop GL-SW-X304-265Q

NIKOMAX

5. CBepeHusa 06 ytunusaumm

l/I3,£|,em/|e HE NoONeXunT yTuamnldaumnm BMeCTe C 6bITOBbIM MYyCOPOM 1 OOJ1I>KHO
AOCTaB/ATbCA B CI'IeLI,VIaJ'IVI3VIpOBaHHbIl\/'I UEHTP ANna yTuniamlaunm MBAGHMVI
BJ'IeKTpOHHOl\/’I TexHnkn. OTBETCTBEHHOCTb 3a YTUNInM3auno n3genna HeceT

aKCNyaTupyoLas opraHm3saums.

info@nikomax.ru NIKOMAX
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N I KG MAX KommyTaTtop GL-SW-X304-265Q
Macnopt

6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.1 NMponsBoauTenb rapaHTUPYeT OTCYTCTBME NMPOU3BOACTBEHHbIX AedEKTOB M
HeucnpaBHocTen O60pyA0OBaHUSA N HECET OTBETCTBEHHOCTb MO NAPAHTUMHBLIM
ob6sa3aTeNibCTBaM B COOTBETCTBUM C 3akKoHoAaTeibcTBoM PO.

6.2 [apaHTUNHbBIN Nepurog, NCYHNCIAETCS C MOMEHTA NPUOGpeTeHUs
YCTPOWCTBaA Yy odULLMaNbHOro gunepa Ha Tepputopumn Poccmnm n coctaBnseTt
12 (nBeHapuatb) mecaues. Ha ontuyeckme mopynm NIKOMAX rapaHTmsa
yBennyeHa n coctaBnseT 36 (TpuauaTb WecTb) MecsaLeB.

6.3 B TeueHue rapaHTMinHoro cpoka lNponssoguntenb ob6a3yeTca 6ecrniaTHoO
yCTpaHuTb gedektbl O60pynoBaHMA NYTEM €0 PEMOHTA UJTM 3aMEHbI Ha
aHasIorM4yHoe Npu ycnoBsuu, 4To gedekT BO3HMK Mo BUHe [MponsBoagutens.
YCTpoMnCTBO, NpenocTaBfisgseMoe A1 3aMeHbl, MOXeT 6blTb Kak HOBbIM, TakK M
BOCCTAHOBJIEHHbIM, HO B /It060OM cnyyae [pounsBoamTens rapaHTUpyeT, YTo
€ro XapakTepuUCcTUKM ByayT He XyXe, YeM Y 3aMeHAEeMOoro yCcTpomncTBa.

6.4 BoinonHeHune NpousBogmTeneM rapaHTUMNHbIX 06A3aTeNbCTB MO PEMOHTY
BbllLeALWero n3 cTpos o6opyaoBaHMsa BrieYeT 3a CO60M yBennveHmne
rapaHTUMHOIO CPOKa Ha BPeEMSA PEMOHTA 060pPYyLO0BaHMUS.

6.5 Ecnun cpok rapaHTUM UCTEKAET paHee YeM Yyepes MecsL, Nocsie peMoHTa
YCTPOWMCTBa, TO Ha HEro yCTaHABIMBAETCHA A0MNONHUTEIbHAA rAPaHTUS CPOKOM
Ha 30 gHeM ¢ MOMeHTa OKOHYaHUS PeMOHTA.

6.6 Hn npu kaknx obctoaTenbcteax NpomnsBogmuTenb He HeceT
OTBETCTBEHHOCTM 3a Ntobble YObITKM, BKKOUAS MOTEPIO AAHHbIX, MOTEPHO
NPUObLINK U ApYyrne cnyyYyamHble UK KOCBEHHbIE YObITKM, BO3SHUKLUME B XO4E
skcnnyataymm O6opynoBaHUs, NMG60 CBSA3aHHbIE C MPOU3BOAUTENBHOCTBIO,
BbIXOO0M M3 CTPOS UM BPEMEHHOW HepaboTocnocobHocTbio O6opyaoBaHUS.

6.7 NpounsBoauTesnib He HeCceT OTBETCTBEHHOCTM MO rapaHTUK B Crly4ae, ecnu
npousBedeHHble UM TECTUPOBAHME U/WUTN aHANM3 MOKa3asu, YTO 3a8B/eHHbIN
nedeKkT B U3oenmm oTCyTCTBYET, IM60 OH BO3HWK BC/IeACTBME HAPYLUEHUS
npaBua MHCTANNALNUU UN YCIIOBUIA SKCNyaTaumm.

6.8 YcnoBus rapaHTUm He NMpeayCcMaTpmuBatoT YUCTKY M NPOPUNAKTUKY
obopynoBaHMA cnnamu 1 3a cyet lNpoussogutens.

6.9 NpounsBogunTenb MMeeT NpPaBo 6e3 NpenBapUTENbHOIO YBEAOM/IEHUS
BHOCUTb U3MEHEHUSA B U3AESIME N €0 BHELWHWUW BUA, KOTOPbIE HEe YXYALlatoT
ero TexHu4yeckme xapakTepPUCTUKMU.

6.10 MNpounsBogunTenb He HeCeT OTBETCTBEHHOCTU 3a AedeKTbl U
HeucnpaBHocTn O6opynoBaHUA, BO3HUKLLME B pe3y/ibTaTe:

- HecobnOEeHUA NMPAaBU TPAHCMOPTUPOBKU M YCNOBUIN XPAHEHUS,
TEXHUYECKMX TPeBOBaHMM NO pa3MeLLeHUIo N 3KCnyaTauum;

- HENPABU/IbHbIX O,EeNCTBUIN, ncnonb3oBaHna O6opynoBaHUa He Mo
Ha3HaYeHMUIo, HECOBNMIOAEHUS MHCTPYKLMIA MO 3KCnyaTauum;

- MexaHn4yeckmnx Bo3OencTeuim;

- LeNCTBUSA OBCTOATENBCTB HENPEOLAOSIMMOM CUSbl (TAKMX Kak noxap,
HaBOOHEHWe, 3eMieTpscCeHNE U Ap.).

info@nikomax.ru NIKOMAX
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Macnopt

6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.11 TapaHTMa He pacnpoCcTpaHAaeTCa:

- Ha KOHTpadaKTHble U3aenus, NpruobpeTeHHble Noa, Mapkon NpounssoagunTtens;
Ha HEMCMNPABHOCTU, BO3HUKLLME B pe3ysibTaTe BO3OENCTBUSA OKPYXALLEN
cpenbl (BOXAb, CHEr, rpag, rpo3a U T.M.), HacTynaeHunsa GopPc-MaKopPHbIX
ob6cToATENbCTB (MOXap, HABOAHEHWE, 3eMIETPSACEHME U AP.) UN BIUAHNSA
CNy4YamnHbIX BHELWHUX GaKkTOpOB (BpOCKU HAMPSAXEHUSA B 3NEKTPUYECKOWN CeTU
vnp.);

- HA& HEUCNPABHOCTW, BbiI3BaHHbIE HAPYLLUEHWEM MPAaBUIT TPAHCMOPTUPOBKMY,
XpaHeHUs, aKCnyaTaumm nam HenpaBuUIbHOM YCTAHOBKOM;

- HA HEUCNPABHOCTU, BbI3BaHHbIE PEMOHTOM UMM Mogudumnkaumen
O6opynoBaHMsa NMLaMu, He yNoJITHOMOYEHHbIMU Ha 3TO [pousBoguTenem;

- Ha NOBPEXAEHMUS, BbI3BaHHbIE NonagaHmem BHyTpb ObopynoBaHus
NMOCTOPOHHUX NPEAMETOB, BELLECTB, XUOKOCTEN, HACEKOMbIX U T.4,.;

- Ha O6opynoBaHMe, MMetoLLee BHelwHMe gedekTbl (ABHble MeXaHM4eckme
NOBPEXAEHUS, TPELLWMHbI, CKOJIbl HA KOPMYyCe 1 BHYTPW YCTPOMWCTBa,
CNTOMaHHbI€ aHTEHHbI U KOHTaKTbl pa3beMoB);

B- Cllyyae obHapy>XeHWUs CNefoB MeXaHUYeCKMX U TEPMUYECKMX
NOBPEXAEHMNIN KOMMOHEHTOB Ha MnaTtax.

- Ha CJlydam M3HOCAa akKyMyJiIATOPOB.

6.12 NlapaHTUNHOe obcnyxumBaHue ob6opynoBaHnsa NIKOMAX npounsBoguTca B
aBTOpPU30BaHHbIX cepBUCHbIX LLeHTpax NIKOMAX 6onee yem B 20 ropogax
Poccuu. Monyuntb HPop™Mauuto o bnmxanwem kK Bam cepBUCHOM LeHTpe
MOXHO no TenedoHy 8 800 333-54-86

info@nikomax.ru NIKOMAX
8 800 333-54-86 1 2025
www.nikomax.ru



NIKOMAX

OO0 «Tanne Pyc»
Tenedon 8 800 600-72-65
www.tayle.ru | office@tayle.ru
tOpunandeckun n paktTnyeckum agpec: Poccna, 127410, r. MockBa,
AnTtydbeBckoe wocce, 4. 41
TEXHUNYECKAA MOALEPXKA
8 800 333-54-86
info@nikomax.ru

OOMNONHUTENTIbHAA MHOOPMALUMA MO MPOAYKTY PASMELLEHA HA
ODULMANTBHOM CANTE
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